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Introduction




Mandate of NIMC

The establishment of
National Identity
Management
Commission (NIMC)

Effective take over by the
Commission of the
assets and liabilities of
the former Department
for National Civil
Registration

Establish, operate and
manage the National
Identity Management

System (NIMS)




Deliverables in Order to Achieve the Mandate

The NIMS project is setup to deliver the following requirements based on the mandate of NIMC

NIN:
NNNNNNNNNNN

Database which Enrolment National National ID card,

is secure and centers Identification with 13 applets,

accessible nationwide for Number including one
registration for Payment

_ Online Integration with
Offline Authentication stakeholder
Authentication and Verification agencies — INEC,
and Verification using Web FIRS, NHIS, Security,

using MOC service FRSC, others
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NIMS Services, provided on the National ID Card

The National Identity Card will provide the following applications to the registered populace
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Driving License

Insurance
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Pension ﬂ
SIM
Tax

Health




Overall Benefits of the NIMS

The overall benefits of the NIMS are beyond biometric identification...

Reduction in
cost of
governance via
the integration of
silo government
databases

Enhancement of
security of the
Nigerian public
and enforcement
of law and order

Facilitation of

common identity

needs of the

government and

the private
sector

Enhancement of
government
service delivery
by integrating &
streamlining
related
government
databases and

services Facilitation of

effective
government
planning with
regards to
budget,

population, etc.

Preservation of
individual
identity and
privacy through
enhanced
security of
identity
information

Reduced risk of
credit/ debit card
fraud through
linking of identity
and payment
applications

Enablement of
various multiple
VAS and
contribution to
the overall
growth of the
Nigerian
economy




Components of the NIMS Programme Implementation

Enrolment

~ P

Deployment of Enrolment
Interface

Deployment of Enrolment
software

Training of Enrolment
Center Personnel

Deployment of Hardware
Deployment of Enrolment
Portal

Generation of NIN

Scale up of Enrolment

Deployment of Card
Personalisation Interface

Card Body Design
Card Chip Design (MOC,
elD, ePKl etc..)

Card Profile
Development

Card Procurement
Process

Card Personalisation

EMV Solution & Payment
Processing

PKI for Security

Card Life Cycle
Management

Authentication &

Nerification Harmonisation

~

Development of Policies

~—

Deployment of
Authentication &
Verification Interface

Authentication &
Verification Clearing
House

Development of
Biometric Standards &
Interoperability
Standards

Authentication Service
Agents
Harmonisation of Data
from Stakeholder
Agencies
New & Existing Card
Acceptance Devices

Backend &
Connectivity

Back End System
Analysis & Design

Set up of
interconnectivity

Set up of primary Data
Center

Set up of Disaster
Recovery Center

Configuration Installation
& Testing

Set up of Contact Center

Migration from 1.4 to 2.0




The NIMS Architecture

In order implement the components of the NIMS, NIMC has deployed a robust
architecture. The chart below provides an overview of the NIMS Architecture
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Current Enrolment Status and Coverage

Below is an outline of the current coverage of the ongoing enrolment being carried

out Nationwide

Enrolment is ongoing in nine
designation centers in the FCT,
including NIMC HQ, CBN, NASS,

Aso Villa, SGF, NIMC VIP, Federal
Secretariat and CBN HQ

A total of about 420,000 National
Identity Numbers (NIN) have been
successfully generated and
issued

Enrolment is currently on going
in 39 enrolment centers
nationwide — in 30 states and the
FCT

A pre-enrolment portal has been
successfully launched and is in
use

Average number of daily
enrolment is 4,000. Efforts are
ongoing to increase this number
to 250,000 a day nationwide

Identification of enrolment
centers in Local Government
Area locations is ongoing
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NIMS Value Proposition to the
Financial Services Industry
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Challenges of the Nigerian electronic Payment System

Issues in maturity and growth of electronic payment business in
Nigeria due to lack of security and fraud in payment transactions

Absence of enabling infrastructure for payment transactions

Limited concerted effort by Financial Institutions to implement
electronic payments prior to present cashless Nigeria Policy

High rate of illiteracy and knowledge of electronic payments for
financial transactions

Long gestation period for implementation of financial solutions

Limited financial inclusion for Nigerian populace




NIMS Delivery Services to the Financial Services Sector N;l;;}c
o

/ — Payment Gateways
.............. > D@ > |
S — Access Govt services
A :
2 A : | Automated Teller Machines
Data Capture = + National . ' (ATMs)/POS/Card readers
: Identity Card :
from NIMC : — Credit Risk Management
* Banks obtain NIN from — Know Your Customer (KYC)
: customers for KYC and us
= tolink all Bank accounts of a A
* customer :

Secure Data Exchange .
using Web Service Interface = = Banks can also carry out
: = authentication and

verification of a customer by .
= querying the NIDB V

Centralised System

Data Quality . N National . — National ID
D rtin - lication : IN nerati Personalisation
‘ Checks ata Sorting e-duplicatio Identity Generatio isati ard Issuance
Database

Data Storage

...Bank Accounts will be linked to the customers’ NIN
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Relationship with MasterCard to Drive ePayment and Financial Inclusion N‘\

NIMC and MasterCard has collaborated to provide benefits of electronic payments to
Nigerian citizen securely. Solutions include:

Solution

1A Payment applet on the National ID Card — including chip and PIN issuance, Pre-paid card, Loading
done online, and withdrawal on MasterCard certified ATMs, POS and merchant locations globally.

Solution Enable biometric access (using Match on Card), as well as PIN and Chip for the payment
1B solution on the National ID Card. See illustration below

....... PRI e TLITTTTTITTTTT S SRR S _\%
Customer ATM/ POS prompts for O O
goes to POS biometric verification via Cash is released
or ATM to use Match on Card to upon successful
their prepaid authenticate customer, verification and
account on the and then prompts for input PIN entering. o
National ID. of PIN. If ATM/.POS not . WA
enabled, fall back goes to P e s
only PIN SN
Benefits . .
e To the banking sector To the government To the general public
NIMS ) . . . . . . :
Solution Growth in electronic e Drive financial inclusion  Promote financial
Payment transactions by delivering a secure inclusion

payment application e Reduced risk of fraud

 Promote cashless policy
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In Summary, Benefits of the NIMS to the Financial Industry N "lC

Use of NIN is expected to provide multiple benefits to the financial institutions and banking

Asserts the identity of the bankable customer and provide a single view of the customer

Provides a trusted mechanism of authentication and verification through the use of
biometrics thereby providing an impetus for electronic payments

Provides a simplified payment solution structure for customers as a result of a
harmonised National identity card and payment card

Provides a database at each bank level with linkage between all accounts of a customer
that can be used/accessed by credit bureau and rating agencies

Reduces costs and multiple data capture by banks for every customer, enabled through a
single electronic ‘Know your customer’ (KYC) exercise

Results in improved visibility of the earning population, individual net worth and
reduction of tax evasion

Provides electronic audit trail for the banks; serves as an instrument in dealing with
related financial crimes

Promotes the ease of delivery of inter-bank related services in the financial sector
Promotes the inclusion of the rural population and the introduction of micro ATMs
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Next Steps
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Way forward

Nimc
.
The key next steps for NIMC in establishing the payment solution is as follows:

1

—Finalize biometric access (using Match on Card) for the prepaid account (using chip and pin) on
POS machines and ATMs

2

B EMV data preparation for the payment application on the card

3

— Commence issuance of the National Identity Card which will consist of several active applets,

including the payment applet

4

— Finalize relevant discussions with the Central Bank of Nigeria on policies, regulatory
requirements and applicable waivers

5

— Finalize definition of use cases from all stakeholder agencies (that manage databases) for
facilitation of database harmonization

6

“Get buy-in and commitment from the financial services industry (both public and private sectors)

17



Combining Local Content with Global Solutions

Local Content...

NIMC designated
vendors
Supply of Biometric
NIMC, Chams and Equipment & software
I I OneSecureCard
Biometric Data Capture

Oracle, GBB, etc
Backend I I

NIMC, Chams and
OneSecureCard I I
Card Personalisation

NIMC
I Biometric information
storage and handling

Auspoint, ePayPlus, etc I I
Card Production

Nigerian Banks I I

I I Nigerian Banks Card Issuing

Acceptance Devices

Unified Payment

I I ,NIMC _and its ag_ent.s Systems (Nig) Limited I I
Biometric data validation Payment Processing

Nigerian Banks

Sagemetrics
Float Management
I I 9 Contact Center I I

@ » e s mm e Em e S e R e R R N S M P EE s M e M 4 M A R R R e R S s M R N S M s M e Em 4 s Em e m e s s e

Global Solutions...

Aconite
Card Lifecycle Management

MasterCard/
Visa
Payment
standards

cryptovision
Public Key Infrastructure

MasterCard/
Visa
Payment
Network

18


http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/91/Flag-map_of_Nigeria.png&imgrefurl=http://commons.wikimedia.org/wiki/File:Flag-map_of_Nigeria.png&usg=___xLWvFFZK0G65dioPcyzprN3-D8=&h=450&w=548&sz=18&hl=en&start=54&zoom=1&tbnid=gOntO2NVM4g8DM:&tbnh=109&tbnw=133&ei=Fp7IUYjGI6Sh7AbwOQ&prev=/search?q=map+of+nigeria&start=40&sa=N&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CEYQrQMwDTgo�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�
http://www.google.com.ng/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/9/96/Animated-Flag-Nigeria.gif&imgrefurl=http://commons.wikimedia.org/wiki/File:Animated-Flag-Nigeria.gif&usg=___Rnryk4YnctfY9a-j9xIV5SzfqY=&h=183&w=278&sz=26&hl=en&start=18&zoom=1&tbnid=tRvAJS3e4Oa5BM:&tbnh=75&tbnw=114&ei=MZ7IUYjFDs2IhQeUx4GoBw&prev=/search?q=flag+of+nigeria&biw=1019&bih=582&tbm=isch&itbs=1&sa=X&ved=0CE4QrQMwEQ�

Thank You
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